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Okta is a Multifactor Authentication (MFA) application |
and will be used for access to eCampus, WGTC
Blackboard, Office 365, and school email.
To login to Okta, follow the steps below.

1. From a computer, go to https://westgatech.okta.com/

2. Enter your WGTC email address
then click “Next.” Your password will
be your email password to signinto
“Okta.”

When complete, click the “Sign In”
button.

3.If you are a new user, you will begin by settingup a
security question. Please click “Set up” and proceed to page
6 for instructions on how to set up your security question.
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Set up security methods
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Security methods help protect your Okta account
by ensuing only you have access.

Set up required

. Security Question
Choose a security question and answer
that will be used for signing in
Used for access

| setiup

4. Once you set up a security question, you may set up other Okta verification
options from the Okta homescreen. (See next page for Okta Verification choices)



https://westgatech.okta.com/

Okta MFA Choices

As an added layer of security when you login to Okta, you may
choose how you would like to verify it’s you.

1. From the Okta home screen, begin by clicking the arrow in the top right corner of
the screen then click “Settings.” (Highlighted below)

2. Find the “Security Methods” section on the right side of your screen.

3. Under Security Methods, you will find the ways you can verify your Okta account
when logging in. You may choose which option(s) work best for you. Please note, not
all options are required, but it's recommended to set up more than one option.

1. Okta Verify - An app that you install onto your mobile device that allows you
to confirm that it’s you when logging in to Okta by either entering a one-time
code or accepting a push notification. (Directions on how to setup Okta Verify on
page 3.)

2. Google Authenticator - An app that you install onto your mobile device that
allows you to confirm that it’'s you when logging in to Okta by entering a one-
time code. (Directions on how to setup Google Authenticator beginning on

page 4.)

3. Security Question - Set up a security question that you will answer after every
login. (Directions on how to setup your security question on page 6.)

4. Okta FastPass — Install Okta FastPass to your laptop to quickly verify it’s you
when logging in on your laptop. (Directions on how to install Okta FastPass
beginning on page 7.)



Okta Verify Se*up Instructions

1. To setup the Okta Verify
app on your mobile device, Okta Verify Setup
select “Set up” from the

Okta Settings screen.

2. Enter your password.

3. Once you login, click “Set up.”

Setup securlity methods

Setup

4. Follow the instructions on the screen to download

and add your Okta account to the Okta Verify app




Goog/e Authenticator Se*uln Instructions

1. To setup the Google
Authenticator app on your Google Authenticator Setup
mobile device, select “Set up.”

2. Enter your password.

3. Once you login, click “Set up.”

Set up security methods

Setup

4. Download the Google Authenticator App from the App Store on your mobile
device.

5. Once the app has been downloaded to your mobile device, sign in or continue
without an account within the app.
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6. From the app, click the “+" icon, then select = GoogleAuthenticator & @)
“Scan a QR code.”
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Scan a QR code @
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Goog/e Authenticator Se*uln Instructions

7.Scan the QR code on your computer screen with
your mobile device then click “Next.”

Set up Google Authenticato

8. Enter the unigue code that
populates on your mobile

device on your computer = L
screen then click “Verify.” e
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Set up Google Authenlcator




Securhty Nuestion Se*uln Instructions

1. To setup your security question,
select “Set up.”

2. Enter your password.

3. Once you login, click “Set up.”

4. You may choose a security

question from the dropdown list or
create your own security question.

Security Question

Setup

Select which option you prefer, then

answer the question. Click “Verify.”

S&1 up security methods

Serup

S&t up security guestion
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Choose a security question

Answer
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Verify




Okta Verh[y FastPass Se*uln Instructions

You may also install Okta FastPass to your laptop to verify your Okta account
when logging in on your laptop.

*Please note, if you are a WGTC employee, you will need to open a support ticket to have Okta
Verify FastPass installed on your WGTC issued computer.

1. When you login to Okta at
https://westgatech.okta.com/, you will notice
the Sign in with Okta FastPass button. Click
“Sign in with Okta FastPass.”
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Sign In

a Sign in with Okt FastPass

WGTC Email

2. Next, you will need to download Okta Verify
to your laptop by clicking “Download here.” ey
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Click "Open Okta Vierify” on the browser

prompt

3. Find where the Okta Verify Setup Application downloads to your computer and
open to begin installation.


https://westgatech.okta.com/

Okta Veri@ FastPass Se*uln Instructions

*Please note, the following screenshot images were taken with a Windows installation example. If
you are installing with a Mac, your installation could appear slightly different.

4. Read and agree to the terms, then click “Install.” .
Olkta Verify

410,70

OKTA, INC.

ORDER FORM SUPPLEMENT FOR OKTA
VERIFY FOR WINDOWS DESKTOP (“Order
Form Supplement”)

This is 8 begally binding agreement. Please read it

canafulty. By chicking 1 Agree,” of instaling or using
the Okta Verdy Tor Windows deskiep software and/
Of @ny updates 1o such softwang proviced by Okla,

Inc. or its Affiliate(s) (e “Software™), you

‘Bl | agree to the License terms andigdnditions

5. Allow the application to install to your laptop.

6. Once the installation is complete, click “Finish.” .
Okta Verify

410.7.0

Install complete

Okta Verify was successfully installed

7. Click “Open Okta Verify.”

Click "Opan Okta Verify™ on the browser
prompt




Okta Verh[y FastPass Se*uln Instructions

8. Next, click “Get Started.”

9. Click “Next.”

10. If the window pictured to the right
appears, enter WGTC’s Okta URL:
https://westgatech.okta.com/,

then click “Next.”

If it does not appear, proceed to step 11.
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Welcome to Okta Verify

How it works

b “Sign in with Okta

New account

Add account from
another device

If you have an Okta Veerify
account on another device, you
can add it to this device.



https://westgatech.okta.com/

Okta Verh[y FastPass Se*uln Instructions

11. Sign in with your WGTC email and password,

then click “Verify.”

12. “Skip” Windows Hello

13. Once you Verify, you
will see this screen and
your browser will let you
know that your account
has been verified.

Werify with your password

S

Enable Windows Hello confirmation?

Your identity is verified
You can close this browser 1ab




Okta Verh[y FastPass Se*uln Instructions

14. You may now login to
https://westgatech.okta.com/ and e
click “Sign in with Okta FastPass.”

Signin

9 Skgn in with Okts PastPass

WGTC Email

15. When you login using Okta FastPass ; (J Office 365
you will receive a popup notification asking
if it’s you logging in. Click “Yes, it's me” to o
login. Then enter your password to login.

Are you trying o wign in?

B
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Now, anytime you login with your laptop in the future, click “Sign in with Okta
FastPass,” and Okta FastPass will verify your account for you.
Then enter your password to login.


https://westgatech.okta.com/

Se*up Okta Verify FastPass as the Default MFA

Okta will default with the MFA option that you last logged in with. For example, if
you logged in verifying with your security question last, then the next time you log
into Oktaq, it will ask you to verify with your security question.

If you have multiple MFA options setup within Okta, and would like to set Okta
Verify FastPass as the default, please follow these instructions.

1. From your computer with Okta FastPass installed, go to
https:.//westgatech.okta.com/

2. Enter your WGTC email address then click
“Next.”

3. Your default MFA option will appear.
Click “Verify with something else.”

4. You will see all of the MFA options you
currently have setup. Click “Select” next to
Okta FastPass
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https://westgatech.okta.com/

Se*up Okta Verify FastPass as the Default MFA

5. Verify it’s you logging in.

Ase you trying to sign in?

6. Enter your password if prompted.

7.0nce you are logged in, log out of Okta, then exit your

Y conss

browser.

Wait approximately 10 seconds, then go to @ rmm—
https://westgatech.okta.com/ to log back in. This time, e

select “Sign in with Okta FastPass.” s

8. Enter your password and verify it’s you.

9. Your browser will now remember Okta Verify FastPass as your default MFA.
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